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bl 'kksèk dk çkFkfed mís'; ;g LFkkfir djuk gS
fd orZeku fMftVy ifj–'; esa lkbcj lqj{kk dsoy ,d
rduhdh vko';drk ugha] cfYd ,d ekSfyd ekuokfèkdkj
gSA ;g vè;;u bl ckr ij çdk'k Mkyrk gS fd ukxfjdksa
dks lhek ikj lkbcj [krjksa ls cpkuk jkT; dk laoSèkkfud
vkSj uSfrd drZO; gSA 'kksèk dk rdZ gS fd fMftVy laçHkqrk
vkSj O;fäxr futrk dk mYya?ku lhèks rkSj ij ^thou ds
vfèkdkj^ dks çHkkfor djrk gSA çLrqr 'kksèk esa xq.kkRed
fo'ys"k.k i)fr dk ç;ksx fd;k x;k gSA blds varxZr
varjjk"Vªh; lafèk;ksa] la;qä jk"Vª ds ekuokfèkdkj pkVZj] ukVks
vkSj ,QchvkbZ }kjk fuèkkZfjr lkbcj&vkradokn dh
ifjHkk"kkvksa vkSj oSf'od dkuwuh nLrkostksa dk xgu vè;;u
fd;k x;k gSA lkFk gh] gky ds o"kksZa esa gq, çeq[k lkbcj
geyksa vkSj muds lkekftd&jktuSfrd çHkkoksa dk fo'ys"k.k
fd;k x;k gS rkfd lqj{kk vkSj Lora=rk ds chp ds lacaèkksa dks
le>k tk ldsA lkbcj lqj{kk dh deh lhèks rkSj ij futrk
vkSj lqj{kk ds vfèkdkjksa dk mYya?ku gSA tgk¡ ,d vksj
lkbcj dSQs vkSj baVjusV lfoZl çksokbMlZ }kjk fjd‚MZ
j[kuk vijkèk fu;a=.k ds fy, vfuok;Z gS] ogha nwljh vksj
jkT; }kjk dh tkus okyh fuxjkuh dks ikjn'kÊ vkSj tokcnsg
cukuk vko';d gSA 21oha lnh esa lkbcj&vkradokn ikjaifjd
fgalk ls vfèkd ?kkrd fl) gks jgk gS D;ksafd ;g fcuk
fdlh 'kksj ds ns'k ds egRoiw.kZ cqfu;knh <kaps dks iaxq cuk
ldrk gSA vr% Hkfo"; dh j.kuhfr;ksa esa ^,fFkdy gSfdax^
vkSj dkuwuh lqj{kk pØ ds chp ,d Li"V js[kk [khapuk
vfuok;Z gS] rkfd rduhd dk mi;ksx ekuoh; xfjek vkSj
yksdrkaf=d ewY;ksa dh j{kk ds fy, fd;k tk ldsA

lkbcj lqj{kk] ekuokfèkdkj] lkbcj&vkradokn]
fMftVy futrk] lhek ikj [krjs] jkT; dk drZO;-
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ekuo lH;rk ds bfrgkl esa vfèkdkjksa dh voèkkj.kk ges'kk ls HkkSfrd jgh gS] ysfdu 21oha lnh ds fMftVy Økafr
us ̂ ekuokfèkdkjksâ  ds Hkwxksy dks cny fn;k gSA vkt O;fä dk vfLrRo dsoy gkM+&ekal rd lhfer ugha gS] cfYd mldk
MsVk] mldh fMftVy igpku vkSj mldh xksiuh;rk mlds O;fäRo dk vfHkUu fgLlk cu pqds gSaA lkbcj Lisl] tks dHkh
dsoy lwpuk ds vknku&çnku dk ekè;e Fkk] vc ,d ,slk dq#{ks= cu x;k gS tgk¡ ukxfjdksa ds ekSfyd vfèkdkjksa ij v–
'; çgkj gks jgs gSaA bl i"̀BHkwfe esa] lkbcj lqj{kk vc dsoy ,d rduhdh 'kCn ugha] cfYd ̂ ^thus ds vfèkdkj^^^dk vkèkqfud
foLrkj gSA

bl 'kksèk dh eq[; leL;k ;g gS fd orZeku fofèkd <kapk vHkh Hkh lkbcj geyksa dks dsoy 'vijkèk' ds :i esa
ns[krk gS] tcfd ;s geys lhèks rkSj ij ekuokfèkdkjksa dk guu gSaA fo'ks"k :i ls tc geys lhek&ikj ls gksrs gSa] rks {ks=kfèkdkj
dh deh ds dkj.k ukxfjd ykpkj gks tkrk gSA y{;] ;g LFkkfir djuk fd lkbcj lqj{kk ,d ekSfyd ekuokfèkdkj gSA
lhek&ikj ls gksus okys [krjksa ds çfr jkT; dh ^^laoSèkkfud lqj{kk ftEesnkjh^^ dk fo'ys"k.k djukA

fMftVy ;qx esa jkT; dh laçHkqrk dk vFkZ cny x;k gSA ;fn jkT; vius ukxfjdksa dks fons'kh lkbcj geyksa ls
ugha cpk ldrk] rks og vius lkekftd vuqcaèk esa foQy gks jgk gSA LL.M. Lrj ij ;g 'kksèk blfy, çklafxd gS D;ksafd
;g ̂^vkbZVh ,DV^^ dh rduhdh èkkjkvksa ls Åij mBdj ̂ ^laoSèkkfud uSfrdrk^^ vkSj ̂ ^varjjk"Vªh; ekuoh; dkuwuksâ ^ ds utfj,
ls lkbcj txr dk ijh{k.k djrk gSA

1-

lkbcj lqj{kk dks vc dsoy ^^,aVh&ok;jl^^ ;k ^^Qk;jo‚y^^ ds rduhdh p'es ls ugha ns[kk tk ldrkA lkfgR;
dk fo'ys"k.k djus ij irk pyrk gS fd ;g vc varjkZ"Vªh; ekuokfèkdkjksa dk ,d vfHkUu vax cu pqdk gSA

  la;qä jk"Vª ds fMftVy ekuokfèkdkj ?kks"k.kki=ksa ij gq, 'kksèk n'kkZrs gSa fd fMftVy Lisl esa
Hkh ukxfjdksa ds ogh vfèkdkj gSa tks HkkSfrd txr esaA Vkfyu eSuqvy 2-0 dk vè;;u ;g Li"V djrk gS fd jkT;
dh laçHkqrk dk vFkZ vc dsoy lhekvksa dh j{kk ugha] cfYd vius ukxfjdksa ds fMftVy MsVk dh j{kk djuk Hkh
gSA

  Hkkjr esa IT Act 2000 us 'kq#vkrh nkSj esa lkbcj vijkèkksa dks ifjHkkf"kr fd;k] ysfdu blesa
^^ekuo vfèkdkjksâ ^ vkSj ^^MsVk xksiuh;rk^^ ij fo'ks"k tksj ugha FkkA ds-,l- iqêLokeh ¼2017½ ds ,sfrgkfld fu.kZ;
us bl foe'kZ dks iwjh rjg cny fn;kA fo}kuksa ds vuqlkj] ;g fu.kZ; dsoy dkuwu ugha] cfYd ,d oSpkfjd Økafr
Fkh ftlus vuqPNsn 21 ds rgr futrk dks ekSfyd vfèkdkj cuk;k vkSj DPDP vfèkfu;e 2023 dh uhao j[khA

foxr 10 o"kksZa ds lkbcj geyksa dk MsVk] fo'ks"kdj AIIMS fnYyh loZj gSd] ;g fl) djrk gS fd lkbcj geys dsoy
^^MsVk pksjh^^ ugha gSa] cfYd ;s ekuoh; lsokvksa ij geyk gSaA

 tc vLirky dk loZj gSd gksrk gS] rks og dsoy ^^lwpuk^^ dk uqdlku ugha gS] cfYd ejhtksa ds ^^LokLF; ds
vfèkdkj^^ vkSj ^^thou ds vfèkdkj^^ dk lhèkk mYya?ku gSA

 vuqHkotU; vkadM+s crkrs gSa fd 90 izfr”kr ls vfèkd lkbcj geyksa esa ̂ ^ekuoh; pwd^^ ,d cM+k dkj.k gksrh gS] tks
;g n'kkZrk gS fd gekjk ekStwnk lqj{kk ra= rduhdh :i ls rks etcwr gks ldrk gS] ysfdu og euksoSKkfud vkSj
O;ogkfjd Lrj ij ukxfjd&dsafær ugha gSA

ekStwnk lkfgR; vkSj 'kksèkksa dk ckjhdh ls vè;;u djus ij ,d Li"V ^^xSi^^ ¼varjky½ fn[kkbZ nsrk gS%

1-  vc rd dk vfèkdka'k 'kksèk lkbcj lqj{kk dks ^^jkT; dh j{kk^^ ¼Defense½ ;k ^^jk"Vªh;
lqj{kk^^ ds eqís ds :i esa ns[krk gSA blesa ^^O;fäxr ekuokfèkdkj^^ ds igyw dks xkS.k j[kk x;k gSA
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2-  lqj{kk dks vDlj gkMZos;j vkSj dksfMax ds nk;js esa gh lhfer eku fy;k tkrk gSA vke
ukxfjd dh fMftVy lk{kjrk vkSj mldh euksoSKkfud lqj{kk ij vdknfed lkexzh dh Hkkjh deh gSA

“kks/kkFkhZ dk ;g 'kksèk i= ikjaifjd ^^fMQsal&vksfj,aVsM^^ –f"Vdks.k ls gVdj ^^ukxfjd&dsafær lkbcj lqj{kk^^
¼Citizen&Centric Cyber Security½ dh odkyr djrk gSA

 ;g 'kksèk çLrkfor djrk gS fd lkbcj lqj{kk dks ,d 'rduhdh mRikn' ds ctk; ,d ^^cqfu;knh ekuokfèkdkj^^
ds :i esa ns[kk tkuk pkfg,A

 ;g vè;;u u dsoy dkuwuksa dh leh{kk djrk gS] cfYd ;g Hkh crkrk gS fd dSls dkuwu dks vke vkneh ds çfr
^^mÙkjnk;h^^ ¼Accountable½ cuk;k tk ldrk gS] rkfd Hkfo"; ds lkbcj geyksa esa ukxfjd dsoy ,d ̂ ^ihfM+r^^
¼Victim½ cudj u jg tk,A

bl 'kksèk i= dk eq[; mís'; ;g le>uk gS fd fMftVy ;qx esa lkbcj lqj{kk fdl çdkj ,d ekSfyd ekuokfèkdkj
cu xbZ gS vkSj lhek ikj ls gksus okys [krjksa ds fo#) jkT; ¼State½ dk D;k mÙkjnkf;Ro gSA bls fl) djus ds fy,
fuEufyf[kr dk;Zç.kkyh viukbZ xbZ gS%

d½  dSls ¼Design & Exploratory Research½ bl vè;;u ds fy, Exploratory Research

Design ¼vUos"k.kkRed vuqlaèkku½ dk p;u fd;k x;k gSA

pw¡fd lkbcj lqj{kk vkSj ekuokfèkdkjksa dk varlZacaèk ,d fujarj fodflr gksrk fo"k; gS] blfy, ;g fMtkbu
gesa fofHkUu dkuwuh nLrkostksa] varjjk"Vªh; lafèk;ksa vkSj mHkjrs gq, lkbcj [krjksa ds chp ds ckjhd lacaèkksa dks [kkstus
¼Explore djus½ dh vuqefr nsrk gSA ;g dsoy rF;ksa rd lhfer u jgdj muds ihNs ds dkuwuh vkSj uSfrd dkj.kksa
dh iM+rky djrk gSA

[k½  D;ksa ¼Rationale - Qualitative Interpretation½ bl 'kksèk esa lkaf[;dh; MsVk ¼Numbers½ ds
ctk; O;k[;kRed fo'ys"k.k ¼Interpretation½ dks çkFkfedrk nh xbZ gSA

 lkbcj lqj{kk dks ̂ ^ekuokfèkdkj^^ ds :i esa LFkkfir djuk ,d lS)kafrd vkSj dkuwuh cgl gSA lhek ikj ls gksus okys
[krjksa ¼Cross-border threats½ dh xaHkhjrk dks dsoy la[;k ls ugha] cfYd muds }kjk gksus okys ^^futrk ds
mYya?ku^^ vkSj ̂ ^jk"Vªh; laçHkqrk^^ ij iM+us okys çHkko ls le>k tk ldrk gS blfy,] xq.kkRed ¼Qualitative½ 'kksèk
;gk¡ lcls lVhd gS rkfd jkT; dh ^^lqj{kk MîwVh^^ ¼Duty of Care½ dk rkfdZd fo'ys"k.k fd;k tk ldsA

x½  vkadM+ks ds lzksr ¼Specific Details & Sources½ 'kksèk dh çkekf.kdrk lqfuf'pr djus ds fy,
fuEufyf[kr lzksrksa ls çkIr MsVk vkSj tkudkjh dk fo'ys"k.k fd;k tk,xk%

  NATO dh “Tallinn Manual” dk fo'ys"k.k] tks ;g fuèkkZfjr djrh gS fd varjjk"Vªh; dkuwu
lkbcj ;q) ij dSls ykxw gksrs gSa lkFk gh] lkbcj vijkèkksa ds iSVuZ le>us ds fy, FBI dh fjiksV~lZ dk lgkjk
fy;k tk,xkA

  Hkkjr ds Information Technology (IT) Act, 2000 dh çklafxd èkkjk,a vkSj ekuokfèkdkjksa
ij lokZsPp U;k;ky; ds ,sfrgkfld QSlys ¼tSls iqêkLokeh dsl½A

  varjjk"Vªh; ekuokfèkdkj pkVZj vkSj jkT; dh lqj{kk uhfr;ksa dk rqyukRed vè;;u] ftlls ;g
Li"V gks lds fd jkT; viuh lhekvksa ds Hkhrj ukxfjdksa dh fMftVy lqj{kk ds fy, dkuwuh :i ls fdruk ckè; gSA

bl 'kksèk ds varxZr ,df=r fd, x, vkadM+ksa vkSj dkuwuh çkoèkkuksa dk fo'ys"k.k nks eq[; –f"Vdks.kksa ls fd;k x;k gS%

v-

1-  vkadM+s crkrs gSa fd fMftVy :i ls lfØ; ;qok vkcknh vkSj fodkl'khy ns'kksa ds ukxfjd
lhek&ikj lkbcj vijkèkksa ds çfr lcls vfèkd laosnu'khy ¼Vulnerable½ gSaA
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2-  fiNys dqN o"kksZa dh fjiksV~lZ ¼tSls FBI IC3½ dk ljy fo'ys"k.k ;g fn[kkrk gS fd “Identity

Theft” vkSj “State-sponsored hacking” ds ekeyksa esa fujarj o`f) gqbZ gSA

3- bu vkadM+ksa ls ;g fu"d"kZ fudkyk tk ldrk gS fd tSls&tSls baVjusV dk çlkj c<+ jgk
gS] oSls&oSls fcuk fdlh etcwr varjjk"Vªh; dkuwu ds lkbcj ekuokfèkdkjksa dk mYya?ku Hkh mlh vuqikr esa c<+us
dh laHkkouk gSA

c-

1-  iwjs 'kksèk ds nkSjku rhu eq[; Fkhe mHkj dj vkbZa%

  D;k fMftVy geyk ns'k dh lhek dk mYya?ku gS\

  jkT; dh vius ukxfjdksa dks cpkus dh dkuwuh ckè;rkA

 Privacy vs Security: lqj{kk çnku djrs le; futrk dks cuk, j[kukA

2-  fo'ys"k.k esa ekuokfèkdkj fo'ks"kKksa vkSj U;k;ky;ksa ¼tSls ̂ ^futrk ds vfèkdkj^^ ij iqêkLokeh dsl½
ds egRoiw.kZ c;kuksa dks 'kkfey fd;k x;k gSA ;s m)j.k bl ckr dh iqf"V djrs gSa fd lkbcj lqj{kk vc dsoy ,d rduhdh
fodYi ugha] cfYd lEeku ds lkFk thus ds fy, ,d vfuok;Z 'krZ gSA

vè;;u ds ifj.kkeksa ij xgjkbZ ls fopkj djus ds ckn] ;g vuqHkkx fo'ys"k.k dks ekStwnk Kku vkSj 'kksèk ds mís';ksa
ds lkFk tksM+rk gS%

d½ vkadM+ks dh O;k[;k fo'ys"k.k ds nkSjku tks vkadM+s lkeus vk;s gS] og Li"V :i ls n'kkZrk gS fd fMftVy geyksa
dh ç—fr vc O;fäxr ls cnydj ̂ ^jktdh;&Lrj^^ ¼State-level½ dh gks xbZ gSA O;k[;k ;g dgrh gS fd tc
geys lhek&ikj ls gksrs gSa] rks os dsoy rduhdh xM+cM+h ugha gksrs] cfYd ukxfjd ds lqjf{kr thou thus ds vfèkdkj
¼Right to Life½ ij lhèkk çgkj gksrs gSaA FBI vkSj vU; oSf'od laLFkkvksa ds vkadM+s ;g lkfcr djrs gSa fd lkbcj
lqj{kk vc ,sfPNd ¼Optional½ ugha] cfYd jkT; ds fy, ,d vfuok;Z ftEesnkjh cu xbZ gSA

[k½  tc ge bl 'kksèk dh rqyuk iwoZorÊ lkfgR; ¼Literature½ tSls Tallinn Manual ;k Hkkjr ds
IT Act ij gq, iqjkus 'kksèkksa ls djrs gSa] rks ,d cM+k varj fn[kkbZ nsrk gSA igys ds 'kksèk lkbcj lqj{kk dks dsoy
^^jk"Vªh; lqj{kk^^ dk fgLlk ekurs Fks] tcfd gekjh ppkZ ;g LFkkfir djrh gS fd ;g ̂ ^O;fäxr ekuokfèkdkj^^ dk
eqík Hkh gSA lkfgR; dh leh{kk ;g crkrh gS fd dkuwu vDlj rduhd ls ihNs jg tkrs gSa( ;gh dkj.k gS fd iqjkus
fl)karksa dks vkt ds “Cross-border threats” ds fglkc ls fQj ls ifjHkkf"kr djus dh vko';drk gSA

x½  ;g 'kksèk vius ewy ç'uksa dk mÙkj <wa<us esa lQy jgk gS%

1- D;k lkbcj lqj{kk ,d ekuokfèkdkj gS\ gk¡] D;ksafd fMftVy igpku ds fcuk vkèkqfud thou dh dYiuk laHko
ugha gSA

2- D;k lhek&ikj geyksa ds fo#) jkT; dh ftEesnkjh gS\ fcYdqy] varjjk"Vªh; dkuwu vkSj laoSèkkfud uSfrdrk ds
vuqlkj] jkT; vius ukxfjdksa dks ckgjh [krjksa ls cpkus ds fy, ckè; gS] pkgs os [krjs HkkSfrd gksa ;k fMftVyA
fu"d"kZr%] ppkZ ;g Li"V djrh gS fd lqj{kk dk vFkZ vc dsoy lhekvksa ij lsuk rSukr djuk ugha] cfYd ukxfjd
ds MsVk vkSj fMftVy vfLrRo dh j{kk djuk Hkh gSA

bl 'kksèk i= dk lekiu mu eq[; fcanqvksa dks ladfyr djrs gq, fd;k tkrk gS tks fMftVy ;qx esa lqj{kk vkSj
ekuokfèkdkjksa ds Hkfo"; dks fuèkkZfjr djsaxs%

  bl vè;;u dk çkFkfed mís'; ;g tkapuk Fkk fd D;k lkbcj lqj{kk dks vc dsoy ,d
rduhdh vko';drk ds ctk; ,d cqfu;knh ekuokfèkdkj ekuk tkuk pkfg, lkFk gh] geus ;g le>us dh dksf'k'k
dh fd lhek ikj ls c<+rs v–'; [krjksa ds chp jkT; ¼State½ dh vius ukxfjdksa ds çfr lqj{kk ftEesnkjh dk dkuwuh
vkèkkj D;k gSA
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  'kksèk ds nkSjku ;g çeq[k rF; mHkj dj lkeus vk;k fd lkbcj lqj{kk vkSj O;fäxr Lora=rk
¼Privacy½ ,d gh flDds ds nks igyw gSaA MsVk ds fo'ys"k.k vkSj dkuwuh mnkgj.kksa ¼tSls IT Act vkSj Tallinn Manual½
ls ;g fl) gqvk gS fd vkt ds nkSj esa jkT; dh laçHkqrk dsoy lhekvksa dh j{kk rd lhfer ugha gS] cfYd ;g
ukxfjdksa ds ̂ ^fMftVy Lisl^^ dh lqj{kk lqfuf'pr djus esa fufgr gSA “Cyber Security is Human Security” ;gh
bl 'kksèk dh lcls cM+h [kkst gSA

  bl 'kksèk dh dqN viuh lhek,a Hkh jgh gSaA pw¡fd lkbcj rduhd vkSj ^^gSdlZ^^ ds rjhds gj fnu cny
jgs gSa] blfy, fdlh ,d fLFkj dkuwu ¼tSls IT Act 2000½ dks vafre lekèkku ekuuk pqukSrhiw.kZ gS lkFk gh]
varjjk"Vªh; Lrj ij lHkh ns'kksa ds chp lkbcj lafèk;ksa ¼Treaties½ esa ,d:irk dh deh ds dkj.k lhek&ikj
vijkfèk;ksa ij dkuwuh f'kdatk dluk vkt Hkh ,d tfVy çfØ;k cuh gqbZ gSA

1-  jkT; dks “Cyber Security” dks ,d dkuwuh vfèkdkj ¼Statutory Right½ ds :i esa ekU;rk nsuh
pkfg,A

2-  jkT; dks dsoy geys ds ckn dkjZokbZ djus ds ctk; ,d ,slk etcwr lqj{kk <kapk cukuk pkfg,
tks lhek&ikj geyksa dks jksdus esa l{ke gksA

3-  ns'kksa ds chp ^^fMftVy çR;iZ.k lafèk;ksâ ^ dks etcwr fd;k tk, rkfd oSf'od vijkèkh
rduhd dh vkM+ esa cp u ldsaA

4-  jkT; dk ;g drZO; gksuk pkfg, fd og vius ukxfjdksa dks 'fMftVy lk{kj' cuk,] D;ksafd ,d
tkx:d ukxfjd gh fMftVy lqj{kk dh igyh iafä gSA

1. Justice K.S. Puttaswamy (Retd.) vs Union of India (2017) futrk ds vfèkdkj dks ekSfyd vfèkdkj ?kksf"kr
djus okyk ,sfrgkfld fu.kZ;A

2. Schrems II (EU Court of Justice) varjjk"Vªh; MsVk VªkalQj vkSj çkboslh ij egRoiw.kZ QSlykA

3. The Digital Personal Data Protection Act (DPDP), 2023 India.

4. General Data Protection Regulation (GDPR) & European Union.

5. Budapest Convention on Cybercrime, Council of Europe.
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