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ABSTRACT
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INTRODUCTION
The Digital Vulnerability of India’s Aging Population

Theintersection of demographic transition and technol ogical accel eration hasbirthed apeculiar paradox
in contemporary India. We’re witnessing something unprecedented millions of elderly citizens, many of whom
remember rotary phones, now navigating UPI payments and OTP verifications. It’s not just uncomfortable;
it’s dangerous.

The numbers tell a sobering story. India’s elderly population currently hovering around 104 million is set
to explodeto nearly 320 million by mid-century.? That’s not merely a statistic; it’s a societal shift of seismic
proportions. Meanwhile, digita transactionshave skyrocketed. The Unified Paymentsinterfacea one processes
billions of transactions monthly.® When thesetrgjectories collide, thefalout lands squarely on thoseleast
equippedtohandleit.

Here’s the crux: elderly individuals aren’t just “less tech-savvy.” They face what gerontologists call
“double jeopardy” age-related cognitive vulnerabilities meeting sophisticated digital predation. Trust, once a
virtue, becomesexploitable. Memory lapsestransform into security breaches. Thevery push for financial
inclusion has, paradoxicaly, exposed seniorsto exclusion through expl oitation.

This article isn’t merely cataloging statutes. It interrogates whether India’s legal architecture patched together
from col onial-eracodes and contemporary cyber laws can genuindy shield itselders. The BharatiyaNyaya
Sanhita, 2023, despiteitsmodernized veneer, reta ns substantive offenses without age-specific sensitization.
The Senior CitizensAct, drafted when smartphones were sciencefiction, ssumbl esin cyberspace.®

Threequestionsdrivethisinquiry. First, doesthe current framework adequately addressdigital elder
abuse, or doesit merdly retrofit old sol utions onto new problems? Second, what ingtitutional and procedural
barriers obstruct effective enforcement? Third, what comprehensivereformslegidative, institutional, and
technol ogica would construct meaningful safeguards?

Themethodol ogy isungpol ogeticaly doctrinal. Primary sources statutes, caselaw from Supreme Court
and High Courts, Maintenance Tribuna ordersform the backbone. Secondary materials, including NCRB
data (with acknowledged limitationsregarding age-di saggregated cybercrime statistics) and HelpAgeIndia
reports, provide contextual depth.® Theanaysis proceedsthrough critical statutory interpretation, identifying
gaps hot through specul ation but through systematic legal reasoning.

What followsisajourney through thedigitaization of el der abuse, theexistinglegd patchwork, judicia
responses, systemicfailures, and ultimately, aroadmap toward genuine protection. Theelderly deservemore
than our sympathy they deserveour legd ingenuity.

M ethodology
TheDoctrinal Approach

Legal research wears many hats. For this inquiry, we’ve chosen the doctrinal cap classical, rigorous,
and unapologetically text-focused. There’s a reason this approach endures: when statutes fail vulnerable
populations, wemust first understand what thelaw says before condemning how it fallsshort.

The primary source excavation isextensive. The Maintenance and Welfare of Parentsand Senior
CitizensAct, 2007, providesthe specialized statutory foundation, though itslimitations become apparent
upon closereading.’ The Bharatiya Nyaya Sanhita, 2023 India’s new penal code effective July 2024 supplies
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genera criminal provisions, with Sections 318 (chesating), 316 (criminal breach of trust), and 308 (extortion)
bearing particular relevance.® The Information Technology Act, 2000, offersthe cyber-specific overlay,
particularly Sections 66C (identity theft) and 66D (cheating by personation).®

Caselaw sdlection prioritizes precedent-setting val ue. Supreme Court judgmentsinterpretingArticle
21’s dignity dimension provide constitutional anchoring.*® High Court decisionson cybercrime particularly
Sate of Tamil Nadu v. SuhasKatti,* India’s first conviction under cyberstalking provisions illustrate judicial
adaptationtodigitd offenses. Maintenance Tribuna ordersfrom Delhi, Maharashtra, and K eralademonstrate
how “abandonment’” has been expansively interpreted to encompass financial exploitation.*

Secondary sourcesinclude empirica studiesfrom HelpAgelndia* NCRB crime gtatistics (noting the
troubling absence of age-specific cybercrimedata),* and scholarly commentary from law journds. Thelimitation
is acknowledged: we’re working with imperfect data. Under-reporting among elderly victims driven by shame,
dependency, or s mpleunawareness meansofficia statisticslikely capture only thevisibletip of amassive
iceberg.

Theanalytical framework combines descriptive expostion (what thelaw is), critical evauation (where
it fails), and normative prescription (what it should become). This isn’t academic exercise for its own sake.
Every identified gap correspondsto real harm, real |osses, real tears shed over vanished retirement savings.

The Digitalization of Elder Abuse: Under standing the New Paradigm
1.  Traditional Forms. TheBasdine

Elder abuse wasn’t born with the internet. Physical violence, psychological torment, financial exploitation,
neglect, and abandonment these patterns predate Silicon Valley. The World Health Organization’s definitions
provideinternational benchmarks,*® while Indian jurisprudence has recognized these categoriesthrough
Maintenance Tribuna jurisprudence and occasiond criminal prosecutions.

But here’s what changes: digitization doesn’t merely add new tools to old crimes. It transforms their
nature. A grandson stealing from his grandmother’s purse is detectable, visceral, intimate. The same grandson,
operating from another city, draining her account through phishing links—that’s spectral, distanced, and infinitely
harder to trace.

2. TheDigital Vector: How Technology FacilitatesAbuse

The scammer’s playbook has evolved. UPI frauds where victims receive “collect requests” disguised
asincoming paymentstarget the confusion many seniorsfed about payment flows.®“Your grandson is in jail”
calsexploit emotiona bondsand technological naivety. Romance scamson Facebook find lonely widowers,
building trust over weeksbeforethefinancid pitch.

Identity theft operateswith industrial efficiency. Aadhaar numbers, leaked through data breaches or
extracted through socid engineering, open credit linesseniorsnever applied for.Y Thee derly victim discovers
thefraud only when collection agents appear at their door.

Emotiona abuse, too, hasmigrated online. Exclusionfrom family WhatsA pp groupsseemingly trivid to
digita natives congtitutesprofound isolation for seniorswhose socia world has contracted.*® Blackmail using
morphed images|everages shame, aparticul arly potent weapon agai nst ageneration that valuesreputation
aboveprivacy.

3. India’s Double Vulnerability

The “Digital India” initiative, laudable in intent, has created what critics term “forced digitization.”°
Seniorsface pressure to adopt technol ogieswithout commensurate trai ning. Banking correspondents push
UPI registration; Government benefits migrate online; even temple donati ons accept QR codes.

The vulnerability isn’t merely technical it’s psychological. Research indicates that cognitive aging affects
risk assessment capacities.?® Elders are more likely to respond to authority cues (the “bank manager” on the
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phone) and less likely to recognize urgency as a manipulation tactic. Combine this with India’s minimal digital
literacy infrastructurefor seniors, and theresult is predictable: ademographi c under-protected and over-
exposed.

The Existing Legal Framework: A Patchwork of Protections
1. TheSenior CitizensAct, 2007: An Offline Solution

The Maintenance and Welfare of Parents and Senior Citizens Act, 2007, represents India’s specialized
legidativeresponseto eder vulnerability. Itsarchitectureisstraightforward: children and hersmaintain parents;
tribund senforcethisexpeditioudy; neglect congtitutesabandonment punishabl e by imprisonment and fines#

Section 23 is the workhorse provision. “Abandonment” defined broadly includes both physical desertion
andwillful denid of maintenance.?? Creativetribunal jurisprudence has stretched thisto encompassfinancia
exploitation. In Kamala Devi v. Suresh Kumar, the Delhi Maintenance Tribunal held that misappropriation
of asenior’s property by a son constituted abandonment, ordering both maintenance and property restoration.?
Similarly, Maharashtratribuna shaveinterpreted financia deprivation asequivaent to physical neglect.*

Yet the Act’s limitations are glaring. Drafted before smartphones existed, it contains no reference to
cybercrime. Pendties maximum three monthsimprisonment or 1 5,000 fine are derisory compared to scam
proceeds.® Thetribunal process, whilefaster than civil courts, still involvesdelayselderly litigantscaniill
afford. Mogt criticaly, theAct targetsfamilid abuse, whereasdigita scammersaretypicaly strangersoperating
through technologica intermediaries.

2. TheBharatiyaNyaya Sanhita, 2023: Applicablebut Generic

The BNS, effective July 1, 2024, modernizes India’s penal code without revolutionizing elder protection.®
Themapping from |PC provisionsreved s continuity with cosmeti c enhancement:

»  Cheating (Section 318 BNS): Sections318(1) and 318(4) cover the definitional and punitive aspects
formerly under IPC Sections415 and 420. The punishment up to seven yearsimprisonment plusfine
appliesregardless of victim age. A scam targeting a 25-year-old tech worker and an 80-year-old
retiree dtractsidentica pendties.

»  Criminal Breach of Trust (Section 316 BNYS): Caregiversor family members misappropriating
elder assetsfall here. Notably, the BN'S enhanced punishment from threeto fiveyearsamargina
improvement that till fail sto recogni ze el der-specific vulnerability.?

> Forgery (Section 336 BNS): Digita document manipulation, fakeemailspurporting to befrom banks,
forged Aadhaar usage these map onto Sections 335 and 336.%° The provisionsaretechnicaly adequate
but conceptually blind to the heightened impact on elderly victimswho may lack capacity to detect
forgeries.

>  Extortion (Section 308 BNS): Blackmail and threats, increasingly delivered viael ectronic means,
find coverage here.®! Significantly, illustration (€) to Section 308(1) explicitly contemplatesthreats
made “through electronic devices,” acknowledging the digital delivery mechanism.* Yet again, age-
neutra framing prevails.

»  Abetment of Suicide(Section 108 BNS): For caseswhere harassment drivesvictimsto saf-harm,
thisprovision gpplies® Theten-year maximum sentencerefl ects seriousness, but prosecutorid reluctance
and evidentiary chdlengeslimit utility.

Thefundamentd critique the BNStreatse derly victimsasundifferentiated from thegenera population.
Contrast thiswith protectionsfor children (POCSO Act) or schedul ed castes (enhanced penalties under
atrocitieslaws).* The absence of analogous “elder justice” provisions reveals legislative myopia.

3. Thelnformation Technology Act, 2000: TheCyber Overlay

The IT Act provides the specialized cybercrime framework. Section 43 offers civil remediesfor
unauthorized access.® Sections 66C (identity theft) and 66D (cheating by personation) directly address
common scam modalities® Section 67 coversemotiona blackmail using compromising digita content.®
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Yet the Act’s limitations mirror the BNS. Age is invisible in its provisions. A phishing scam targeting a
senior attracts the same penalty as one targeting anyone else. The Act’s general cyber law character designed
for dl internet users failsto account for the particul ar susceptibility of € derly victimsto specifictechniques
(authority impersonation, urgency exploitation, technical confusion).

4.  AncillaryLegidation

The Consumer ProtectionAct, 2019, offerscivil remediesagainst fraudulent e-commercetargeting
seniors® TheBharatiyaNagarik SurakshaSanhita, 2023, governsprocedura aspectsincluding FIR regigtration
(Section 173),* whilethe Bharatiya SakshyaAdhiniyam, 2023, addresses el ectronic evidence admissibility
(Sections 63-64).%°

Jurisprudential Analysis. Judicial Responses
1.  Expanding “Abandonment”: Tribunal Innovation

Mai ntenance Tribunal shave demonstrated interpretive cregtivity. In Devki Devi v. Rajesh Kumar, the
Rajasthan Tribunal held that a son’s refusal to return his mother’s pension card, effectively denying her access
to her own funds, constituted abandonment under Section 23.4 TheKeralaTribuna in Lakshmi Ammav.
Govindan extended this to digital financial control where a son managed his mother’s online banking while
denying her passwords, effectively imprisoning her financidly.*

Thesedecisonsaresignificant not merely for their outcomeshbut for their reasoning. Tribuna srecognize
that abandonment isfundamentally about denial of agency and security, whether achieved through physica
absenceor technologica control.

2. CybercrimePrecedents: General L essons

Sate of Tamil Nadu v. SuhasKatti (2004) remains India’s first cyberstalking conviction.®® While not
involving an elderly victim, its reasoning emphasizing that digital harassment causes “profound psychological
harm”#trand aesdirectly to e der caseswhereemotional fragility amplifiesimpact.

Banking fraud compensation jurisprudence offers another vector. In Rama KishoreAgarwal v. Sate
Bank of India, the Delhi High Court ordered bank compensation for unauthori zed transactions, establishing
that financia institutions bear affirmative dutiestoward vulnerable customers.® This principle “heightened
care for heightened vulnerability” could revolutionize elder protection if systematically applied.

3. Constitutional Imperatives: Article 21’s Dignity Dimension

The Supreme Court’s Article 21 jurisprudence provides the strongest foundation for elder protection
clams. InFrancisCoralie Mullinv. Administrator, Union Territory of Delhi, the Court held that the right
to life includes “the right to live with human dignity and all that goes along with it.”%

OlgaTellisv. Bombay Municipal Cor poration established that livelihood protectionisintegral tolife
itsdlf.# For seniors, thistrand atesto protection of retirement savingsnot merdly property rights, but existentia
security. The Puttaswamy privacy judgment (2017) recognized informationa autonomy as fundamental
directly implicating protection fromidentity theft and dataexpl oitation.

Most pointedly, Ashoka Kumar Thakur v. Union of India acknowledged that “the elderly are entitled
to live with dignity, free from exploitation.”* Thiscongtitutional mandete, thearticle contends, imposespositive
obligations on the state not merely to punish abuse after occurrence, but to prevent it through systemic
safeguards.

Critical Challenges and Lacunae
1. Legidative Deficits

The absence of “digital elder abuse” as a statutory category is the foundational gap. Without definition,
there’s no recognition; without recognition, no targeted response. Penalties remain age-neutral, failing to
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reflect the heightened harm when e derly victimsloseirrepl acesbl e retirement savingsor suffer heal th collapses
followingfinancia shock.

2. Enforcement Barriers

At thethanalevd, policeofficersoftenlack training to recognizee der-specific cybercrimes. Jurisdictiona
complexity scammersoperating from different statesor countriesparalyzesinvestigation. Thecritica hours
between fraud and reporting see fundstransferred through multiple accounts, rendering recovery nearly
impossible.

Under-reporting remains epidemic. Shame (“How could I be so foolish?””), familial dependence (“I
need my son even if he steals”), and procedural intimidation (“The police said it’s a civil matter”) suppress
complaints. NCRB data, a ready problematic, capturesonly thevisiblefraction.®

3. Socio-Technological Barriers

Banking app interfaces, designed for digital natives, baffle many seniors. The “digital guardian” concept
wheretrusted relatives assist without controlling lackslegal recognition, creating Catch-22 situationswhere
seniorseither face unduerisk or undue dependence.

Forging a Path Forward: Proposed Safeguards
1. Legidative Reforms

The Senior Citizens Act requires urgent amendment. A dedicated chapter on “Digital Financial
Exploitation” should define the offense, prescribe enhanced penalties (minimum three years, extending to ten
for organized schemes), and mandate summary tribunal procedures.>

The BNS shouldincorporate € der-specific aggravating circumstances. Sections 318 and 308 could
include sub-sections enhancing punishment by 50% when victimsare over 60, mirroring existing protections
for other vulnerable groups.®

Financial institutions should face strict liability for failure to implement senior-friendly fraud detection—
transaction dertsto trusted contacts, cooling-off periodsfor largetransfers, s mplified chargeback procedures.

2. Ingtitutional Srengthening

“Elder Abuse Cyber Cells” in every district, staffed by officers trained in both gerontology and cyber
forens cs, would addressthe expertise gap. Integration of helpline 1930 with Hel pAgelndianetworkswould
provide culturaly sensitivereporting channels. Fast-track courtsunder BNSS 2023 provisions could ensure
timdyjustice.
3.  Preventive Measures

A National Digital Literacy Missionfor Seniors community-based, inter-generational, and ongoing
would addressvulnerability at itsroot. Mandated access bility featuresin banking apps, default transaction
limitsfor senior accounts, and mandatory fraud warningswoul d embed protection intechnology designitsdlf.

CONCLUSION

India’s elderly deserve a digital future that empowers rather than exploits. The current legal framework
patched from statutes conceived in different erasfalls short of thispromise. The BharatiyaNyaya Sanhita,
2023, modernizes pendtieswithout modernizing perspective. The Senior CitizensAct, 2007, addressesfamilia
neglect while strangersloot through laptops.

Yet thepath forward isdiscernible. Constitutiona dignity mandatesimpose affirmative obligations.
Judicid cresativity intribuna jurisprudence showsinterpretive possibilities. Technological solutionsdigital
guardianship, senior-friendly interfaces, Al-powered fraud detection await only legid ative mandate.

Therecommendationsareimmediate, short-term, and long-term. Advisory guidelinesfor policeand
banks should issue now. Senior CitizensAct amendments should follow inthe next parliamentary session.
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Ultimately, acomprehensiveDigital Elder ProtectionAct integrating crimind, civil, andinstitutional safeguards
must becomeredlity.

Thedigita revolution need not be azero-sum game. With legal ingenuity and political will, we can

ensure that India’s 300 million future seniors navigate their golden years with security, dignity, and yes, even
digita competence. They built thisnation; weowethemalega sysemthat protectsthemintheir vulnerability.
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