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counterintelligence studies and highlights the need for psychologically informed training, resilience-
building, and early behavioural risk detection among sensitive personnel innational security institutions.
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INTRODUCTION

Honey-trap espionagerefersto theuse of emotiond, romantic, or sexua manipulation,red or smulated,to
induceindividuasinto revealing classified or senstiveinformation, or to makethem vulnerableto blackmail
and coercion (Bukhari et al., 2025; Wilder, 2017). In the contemporary digital environment, thistradecraft
hasevolved beyond physicad proximity into onlinespacessuch associa media, encrypted messaging platforms,
and professiond networks, whereanonymousor staged identitiescaninitiate prolonged psychologica grooming
withminimal risk of detection.

InIndia, aseriesof recent high-profile espionage casesinvol ving defence scientists, military officers,
and diplomatic personnel have drawn renewed attention to honey-trapping asanational security concern
(Indian Express, 2023; Hindustan Times, 2024). These casesreveal aconsistent pattern: online contact
initiated by foreign operatives, followed by emotional engagement, gradual trust-building, and ultimately,
information extraction or coercion under the Officid SecretsAct. While strategic and intel ligence analyses
often focus on operational failuresand security breaches, such incidents highlight adeeper psychological
dimension,how human vulnerabilitiesare systematicaly exploited within digitaly mediated rel ationships.

Although globa research has examined honey-trapping, romancefraud, socid engineering, andinsder
threats, India-specific academicwork that integrates psychol ogical theory with documented nationa -level
honey-trap casesremainslimited (Wilder, 2017; Colucciaet d., 2020; Lazaruset d ., 2023). Exiging discussons
areoftenjournaisticor purely strategic, leaving agap in understanding how psychologica vulnerabilities,
persuasion techniques, and organisationa contextsinteract in Indian cases of honey-trap espionage.

Addressing thisgap, the present study conductsaqualitative content analysis of five mgjor Indian
honey-trap espionage cases between 2010 and 2024 involving personnel from defence, diplomatic, and
paramilitary inditutions. Thestudy seeksto (8) identify recurrent psychol ogica vulnerabilitiessuch aslondiness,
egoinvolvement, need for vaidation, and onlinedisinhibition; (b) examinecommon persuas on and manipulation
tactics such asgrooming, flattery, reciprocity, and coercion; and (c) analyse how these psychological factors
interact with organisationd roles, accessleves, and digitd platformstofacilitate espionage.

By integrating insightsfrom persuasion theory, ingder-threet literature, cognitive dissonanceresearch,
and cyber-psychol ogy, this study devel ops an India-specific, psychologically grounded typol ogy of honey-
trap mechanismsre evant to contemporary national security challenges. Thefindingsamto contributeto both
defence psychol ogy and counterintelligence practiceby providingempiricaly informedingghtsfor psychologica
screening, avarenesstraining, and preventiveinterventionwithin sengitive government and defenceingtitutions.

Literature Review

Honey-trapping, defined asthe use of emotional, romantic, or sexua manipulation to extract sengitive
information or coerce cooperation, remainsapersistent human-factor vulnerability inintelligence operations.
Espionage research consistently shows that such betrayal arises from the interaction of psychological
vulnerability, situationa stressors, and access opportunity (Wilder, 2017). Contemporary honey-trgpsexploit
fundamental human needsfor attachment, validation, status, and security, whileleveraging digitd platforms
that enableidentity fabrication, continuous contact, and narrative control. Thisfusion of psychol ogical
susceptibility and digital affordances has made honey-trapping especialy effectivein modernintelligence
environments,
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Psychol ogical research demonstratesthat individua sexperiencing loneliness, emotiond isolation, or
unmet affiliation needs are more susceptibleto simulated intimacy. Onlineromancefraud studies show that
perpetratorsinvest weeksor monthsin establishing trust and emotiond bondsbeforeintroducing exploitative
demands(Colucciaet d., 2020; Whitty, 2018). Such grooming activatesattachment systems, lowering cognitive
resistanceandincreasing dependency. In high-stressorgani sational contexts such asdefenceand intelligence,
wherelong postingsand emotional isolation are common, thisvulnerability isintensified. Additionaly, ego
involvement andthe need for professiona validation, especidly among high-statustechnica personnd, further
increase susceptibility to mani pulation through flattery and admiration (Sedikides & Gregg, 2008).

Honey-trap operationsfunction through establi shed persuasi on and socia engineering principlessuch
asliking, reciprocity, commitment, and scarcity (Cialdini, 2001; Washo, 2021). Research on cyber-socia
engineering and romancefraud illustrates astructured progression: initial contact, rapport building, trust
development, emotiona investment, and eventual extraction (Colucciaet d., 2020; Whitty, 2018; Khadka,
2024). Digitd disnhibition further strengthensthisprocess by reducing sdf-monitoring andincreasing emotiona
risk-takinginonlineenvironments(Suler, 2004). Victimsoftenignorewarning signsdueto emotiond investment
and cognitivebias(Lazaruset a., 2023; Colucciaet a., 2020).

Once exploitation begins, mord disengagement and rati onalisation mechanismsfacilitate continued
compliance. Targets minimise their actions (“l only shared minimal information”), diffuse responsibility, and
gradually normalise boundary violations (Wilder, 2017). Bandura’s (1999) moral disengagement framework
explainshow individuascognitively reduceinternal mora conflict by reframing harmful actions. Increasing
emotiona and behavioural commitment further leadsto cognitivedissonance, delaying discl osureand degpening
organisationa risk (Lazaruset d., 2023; Whitty, 2018).

Theingder-threet literaturecomplementsthisunderstanding by i dentifying behavioura and psychologica
precursorsto betrayd, including financid gtress, socid withdrawa, persondity traitslikeimpul S vity and sensation-
seeking, and irregular access patterns (Greitzer & Frincke, 2010; SoK: The Psychology of Insider Threats,
2025). Crucidly, accessremainsadecisivefactor: even minor disclosures can become catastrophic whenthe
target holdshigh-level clearanceor strategicroles.

Strategic studieshighlight that intheeraof digita warfareand hybrid threats, honey-trapping hasevolved
into ascaable, state-leve intelligencetoal. Digitd environmentsalow operdivestotarget multipleindividuas
smultaneoudy, maintain plausibledeniability through fake personas, and use OSINT to psychologicaly tailor
their approach (Bukhari, 2025). Consequently, scholarsemphasi sethat counter-honey-trap strategies must
integrate psychologica training, digita risk awareness, and behavioural monitoring rather than relying soldly
ontechnical security protocols.

IntheIndian context, multiple high-profile casesinvolving DRDO scientists, BrahM os engineers,
diplomats, and defence personnel follow acons stent trgjectory: online contact, emotiona grooming, gradual
trust escaation, and eventua disclosureunder emotiond or coercive pressure (Indian Express, 2023; LiveMint,
2023; Hindustan Times, 2024). Whileglobd literatureon socia engineering and insder threatsisextensive,
systematic, India-focused psychol ogical andyses of honey-trap espionage casesremain limited. Most existing
Indian accountsarejourndigtic or strategic, lacking structured psychol ogical codingand theoreticd integration.
However, available case narratives providerich material for content analysi sand typol ogy building.

Overadl, the literature converges across three domains: (a) psychological research on emotional
manipulation, persuasion, and romancefraud; (b) ind der-threet frameworksidentifying behaviourd risk markers;
and (c) strategic ana yses of honey-trap operationsin digital warfare contexts. What remainsmissingisan
India-centric psychologica synthes sintegrating these strandsthrough empirical caseanalysis. The present
study addresses this gap by applying an integrated psychological-tradecraft framework to Indian honey-trap
espionage cases, aiming to devel op aculturally grounded typol ogy and evidence-based counterintelligence
intervention mode (Thelndian Express, 2025).
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M ethodology
Research Design

Thisstudy employsaqualitative content anaysi s gpproach to examinethe psychol ogica mechanisms
underlying honey-trap espionage cases in India. Following Mayring’s (2014) structured qualitative framework,
both manifest (observable) behavioursand latent (psychol ogical) meaningswere anal ysed across selected
casemaerials.
Data Sour ces and Case Selection

Dataweredrawn from publicly available, verified sources, including court documents, government
statements, and credible nationa mediacoverage. Thesewere supplemented by peer-reviewed literatureand
officid open-sourceintelligencematerias.

Five national-level Indian honey-trap espionage cases (2010-2024) were selected using purposive
sampling based onthreecriteria
1. Involvement of defence, security, or diplomatic personndl.
2. Documented link to espionage or nationa security compromise.
3. Avallahility of sufficient narrative detail to anadyse psychol ogical processes.
ThesampleincludescasesinvolvingaDRDO scientist, embassy officid, IndianAir Forceofficer, BSF
jawan, and asenior diplomat, ensuring variation across organisationa levelsandroles.

Data Coding and Analytical Framewor k
A theory-driven codebook was devel oped using constructs from persuasion theory, insider-threat
literature, and cyber-psychology. Datawere coded and analysed using NVivo 14.

To maintain analytical focus, the codebook was condensed to thefollowing six core psychological
categories.

Code Description Theoretical Basis
Emotional Grooming Building emotional trust and attachment | Attachment theory;
prior to exploitation Grooming models
Ego Reinforcement Manipulating pride, status, or self-image | Self-enhancement theory;

Cialdini’s liking principle
Loneliness & Validation | Exploiting social isolation and emotional | Maslow’s belongingness

Need dependency needs

Reciprocity & Gradual Escal ating compliance through small Social exchange theory

Disclosure exchanges

Fear Conditioning / Use of threats and coercion to enforce Operant conditioning

Blackmail compliance

Online Disinhibition Reduced self-regulation due to digital Suler’s (2004) model
anonymity

DataAnalysisProcedure

Thematic content analysiswas conducted in three stages:
1. Opencoding of psychological and behavioura indicators.
2.  Grouping of codesinto broader vulnerability and manipul ation themes.
3.  Cross-case comparisonto identify recurring patternsand typol ogical structures.

Ethical Considerations
All datawere derived from public, open-access sources, and no confidential or classified materials
were used. No direct human participantswereinvolved. Personal identifierswere handled with sensitivity,
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and referencesto individua swererestricted to publicly documented material. The study followed standard
research ethicsguidelinesof theAPA (2023) and nationa researchintegrity normsof India

Rdiability and Validity
Rdiability was supported through multi-sourcetriangul ation and dual coding. Validity was ensured by

grounding interpretationsin established psychol ogica frameworksand cross-referencing findingswith existing
research on espionage psychology and insider thredts.

Results and Discussion
1. Emotional Groomingand Trust Manipulation

Acrossall five cases, emotiona grooming emerged asthe primary entry mechanism into espionage.
Handlersinitiated prolonged i nterpersona engagement us ng flattery, empathy, and romantic cuesto createa
perception of authenticity andintimacy. IntheKurulkar (2023) and Swal (2024) cases, perpetratorsmaintained
daily contact over extended periods, gradually shifting from casual communi cation to emotionally charged
conversations. This process weakened professional boundariesand reduced critical judgment, asvictims
began to view interactionsas personal rather than suspicious.

Rather than using immediate coercion, handlersrelied on sustained emotiond investment, generating
psychological dependency before introducing sensitive requests. The BSF Jawan (2016) and IndianAir
Forceofficer (2018) casesillustrate how digital communication platforms created afa se sense of closeness
and trust, despiteno physical interaction. Emotional involvement thus acted asthe gateway vulnerability,
enabling later stagesof compliance and exploitation. Thisconfirmsthat honey-trapping inthe Indian context
operatesprimarily asapsychol ogical grooming process, not asudden act of seduction or coercion.

2. EgoReinforcement, Loneliness, and Validation Needs

A second dominant vul nerability across caseswasthe combination of ego involvement and emotional
isolation. Senior personnd such as DRDO scientistsand diplomati c staff digplayed senditivity toflattery framed
around professiona competence, patriotism, and strategicimportance. Handlersexpl oited thisby positioning
themselvesasadmirers, intellectua equas, or emotionally supportivefigures. Inthe Kurulkar and Air Force
cases, praisefor intelligence and contribution to national defencereinforced asense of persona significance,
lowering resistance to engagement.

At thesametime, socid isolation, duetolong postings, secrecy of occupation, or persond life stress,
created apsychological vacuum. The BSF Jawan and Siwal casesreflect how lonelinessand lack of emotiona
support outside work increased susceptibility to onlineintimacy. Once validation needswere activated,
rel ationships were experienced as meaningful rather than deceptive. Thus, honey-trapping wasless about
sexud atraction and moreabout emotiond affirmation and perceived recognition, particularly inindividuas
whoseidentity was strongly linked to professiond roles.

3.  Gradual Disclosureand Coer cive Escalation

A clear behavioural pattern across caseswasincremental disclosure, wherehandlersfirst requested
harmless or non-sengitiveinformation before escal ating to classified materid. Inthe Siwa (2024) case, early
communicationinvolved generd embassy-rel ated content, gradudly progressingto sengtiveoperaiond detals.
Once minor disclosuresoccurred, victimsexperienced psychol ogical consistency pressure, making refusa of
later requestsincreasingly difficult.

Insevera cases, thisstagetransitioned into coercive control, especially when compromising materia
had been obtained. The BSF Jawan caseclearly illustratesthisprogress on: once privateimagesand emotiona
vulnerabilitieswerecaptured, blackmail and threatsreplaced affection. Victims complied not dueto continued
persuasion but dueto fear of social, personal, and professional exposure. Thisshift from voluntary grooming
to coerced compliancemarksacriticd trangition phasein honey-trap operations, reinforcing their classification
asboth psychol ogical manipul ation and behaviourd entrapment.
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4.  Rationalisation and Psychological Entrapment

Thefina stageacrosscasesinvolved cognitiverationaisation and mora disengagement. IntheMadhuri
Gupta (2010) case, emotional involvement merged withideol ogical reinterpretation, allowing betrayal to be
reframed asempathy or peace-building. Other casesreflected ssmilar rationdisations, withindividua sminimising
the impact of their actions (*“It was not significant information”) or diffusing responsibility (“I was emotionally
pressured”).

Asdisclosuresincreased, victims became psychol ogically entrapped, not just by handlersbut by their
own fear, shame, and salf-judtification. Thisexplainswhy reporting wasdelayed or completely absent in most
casesuntil external agenciesintervened. Rather thanideologica did oyalty, thedominant psychologica process
was progressivemoral disengagement under emotiona and Situationa pressure. The casesdemonstrate that
onceindividualscrossinitia ethical boundaries, psychological investment and fear createaself-reinforcing
cycleof continued complianceand silence.

Cross-Case I ntegrative Pattern
Acrossdl fivecases, thefollowing psychological trgectory consistently emerged:

| Aalit o

This sequenceillustratesthat honey-trap espionagein Indiaislessabout sudden betraya and more
about gradua psychologica erosion under emotiona manipulation. Thefindingsstrongly support theargument
that human vulnerability, not technica orideologica fallureadone, remainstheweskest link in national security
sysems.

Policy and Broader Implications
1.  Psychologically Informed Training

Traditiona counterintelligencetraininginIndiaislargely procedure- and protocol-driven, with limited
emphasisontheemotiona and psychol ogica dimens onsof manipulation. Thefindings of thisstudy suggest
that personnel in sensitive positions require psychol ogy-based awarenesstraining focused specifically on
grooming dynamics, emotiona exploitation, and persuasiontactics used in honey-traps. Training modules
shouldincorporateredlistic case s mulations, behavioura role-plays, and digital grooming scenarios, enabling
staff to recogni se early-stage manipul ation patternsrather than only overt security breaches.
2. Digital Risk Awarenessand Behavioural Protocols

Given that most contemporary honey-trap operationsoriginate online, digital platformsconstitute a
primary vulnerability zone. Defenceinstitutions must implement structured digital conduct guidelinesand
education programmesthat addressri sksassociated with socid mediause, onlineintimecy, and privatemessaging
platforms. Awarenessinitiativesshould go beyond technica cyber hygieneandfocuson emotiona sdf-regulation,
onlinedisinhibition, and social engineering techniques. Specid attentionisrequired for personne stationedin
socidly isolated or high-stressenvironments, wherevulnerability iselevated.
3.  Psychological Screeningand Insider Risk Tools

Standard security vetting procedures often prioritise background checksand financia risk indicators,
whileunderva uing psychologicd risk markerssuch asloneliness, ego vulnerability, emotiona instability, and
impulsivity. Thestudy recommendstheintegration of periodic psychol ogical assessment tools, focusing on
emotiond resilience, interpersona boundaries, and susceptibility to manipulation, within high-security clearance
procedures. However, such screening must be framed as preventive and supportive, not punitive, to avoid
stigmaand conced ment.
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4.  Ingtitutional Support and Reporting Culture

A critical finding across caseswas dd ayed discl osuredueto shame, fear of punitiveaction, and reputetiona
damage. Therefore, ingtitutions must foster non-punitive, confidential reporting mechanismsfor suspicious
contactsand psychological compromise. Thisshould beaccompanied by counselling support and post-report
protection, ensuring that early reportingisincentivised rather than discouraged. Without trust ininstitutional
support systems, even highly trained professional sremain unlikely to disclosevulnerability until irreversible
damage hasoccurred.

Limitations and Future Research Directions
Thisstudy reliessolely on publicly available court records, mediareports, and open-source materials,

trgp casesremain undisclosed dueto security concernsand stigma, meaning theanaysed caseslikely represent
only asmdl vigbleproportion, limiting generalisability. Moreover, thefindingsarerooted intheIndian defence
and cultura context and should be cautiously applied to other settings. Future research should use mixed
methods, include expert and practitioner inputs, and adopt cross-national comparisonsto strengthen both
depth and applicability.

CONCLUSION

The present content analysis demonstrates that honey-trap espionagein Indiafunctionslessthrough
physical seduction and morethrough psychologica orchestration. Emotiona manipuletion, ego reinforcement,
lonelinessdleviation, and moral rationalisation together createafertile psychol ogica environment for betrayal.
These casesrevead adistinct transition from romanceto coercion, where affection becomesthe entry point
and fear sustainscompliance.

Ultimately, thefindingsaffirm that espionageisnot merdly ageopalitica act but apsychologica one. It operates
through the subtle erosion of judgment and the systematic captureof trust. In modern digital ecosystems,
whereintimacy and deception coexist seaml essly, the mind emerges asthetrue battl efie d, and trust, the most
potent weapon. Thus, strengthening psychologicd literacy, resilience, and emotiond regul ation among defence
personnd isnot just amentd hedthinitiativebut astrategic necessity for national security.
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