MuktaVerma
Page No. 961 - 968

SHODH SAMAGAM

ISSN : 2581-6918 (Online), 2582-1792 (PRINT)

u 0
".‘ ’.Q.'r
‘yf iq
; 2 v ®
— =

Roleof different Lawsfor Regulationsof E-commercein India:
Challengesand Reforms

MuktaVerma, Ph.D., Department of Law

University of Allahabad, Prayagrg), Uttar Pradesh, INDIA

ORIGINAL ARTICLE

Author
MuktaVer ma, Ph.D.

E-mail : mktvermab@gmail.com

shodhsamagaml@gmail.com

Received on : 03/06/2025
Revised on : 04/08/2025
Accepted on . 13/08/2025

Overal Similarity : 09% on 05/08/2025

X

Plagiarism Checker X - Report
Originality Assessment

9%
> Overall Similarity

Date: Aug 5, 2025 (12:47 PM) Remarks: Low similarity
Matches: 324 /3711 words detected, consider making
Sources: 71 necessary changes if needed

ABSTRACT

E-commercein India hasrevolutionized the
way consumer s and businessesinteract, driven by
rapid digital adoption and mobile internet
expansion. However, the country’s existing legal
and regulatory framework has struggled to keep
pace with this exponential growth, leading to
significant challenges in governing online trade
effectively. This article critically examines the
current legal architecture governing e-commerce
in India, which is characterized by a fragmented
patchwork of laws including the Information
Technology Act, Consumer Protection Act,
Competition Act and sector-specific regulations
like data privacy and foreign investment norms.
Whilethese laws provide foundational protections-
such as validating electronic contracts,
safeguarding consumer rights, regulating anti-
competitive conduct, and protecting personal data
their scope remains limited and enforcement
inconsistent. Key challenges addressed include
ambiguity over platform liability where
marketplaces exert operational control,
complexities in cross-border jurisdiction and
enforcement, widespread consumer
disempower ment due to asymmetrical bargaining
power and opaque standard contracts,
proliferation of fake reviews and misleading
advertising, and regulatory overlaps among
multipleauthoritiesthat create compliance hurdles.
Thearticlealso highlightsthecritical gap in data
protection that persisted until the enactment of the
Digital Personal Data Protection Act, 2023, which
finally brings a structured framework to govern
personal data processed by e-commerce entities.
To build a more robust, transparent and
accountable ecosystem, thearticle proposesa suite
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of reforms including the enactment of a harmonized, sector-specific e-commerce law that integrates
contract, consumer, competition, and data laws calibrated liability norms that align marketplace
responsibility with actual control, scalable, technology-enabled online dispute resolution systems to
enhance consumer access to justice and stronger international cooperation through bilateral digital
trade agreementsto address cross-border legal challenges. It advocates for algorithmic transparency
and regulatory oversight of Al-driven pricing and recommendations to uphold fairness, and calls for
statutory recognition of advertising standards to combat deceptive marketing. By addressing these
multifaceted legal issuesthrough coherent reforms, India can foster a fair, innovative and trustworthy
e-commerce environment that benefits consumers, sellers and the economy alike.
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Legal Framework Governing E-Commerce in India

Indiadoesnot have asingular comprehensive e-commercelaw. Instead, apatchwork of legidations,
rulesand guidelinesregul ate various aspects of e-commerce:

1. Thelnformation Technology Act, 2000: TheInformation Technology Act, 2000 (IT Act) servesas
the backbone of India’s digital legal framework, giving lawful recognition to electronic records and
digitd sgnatures, thereby enablingthelegitimacy of onlinetransactionsand digitd commerce. By expliaitly
validating e ectronic contractsunder Sections4to 10, theAct ensuresthat contractsformed through
electronic meanssuch asemalls, clickwrap agreements, or digitd platformscarry the sameenforceability
astraditional paper-based contracts. Thisrecognitioniscrucia inadigita marketplacewhere parties
often never meet physicaly. Moreover, thel T Act actively addressesarange of cyber offences, including
hacking, datatheft, identity fraud, and phishing, thus protecting users, consumers, and businessesoperating
online. Indoing o, it not only facilitatestrust indigital commercebut alsoimposesalegd obligationon
intermediaries, platforms, and usersto adopt reasonabl e security practi ces. Astechnol ogy continuesto
reshape commerce, thel T Act remainscentral to upholdinglega certainty, consumer confidenceand
digital accountability.

2. TheConsumer Protection Act, 2019 (CPA 2019): The Consumer Protection Act, 2019 (CPA

2019) marksatransformative shift in Indian consumer law by expresdy extending its scopeto cover e-
commerce transactions, thereby recognizing therealitiesof modern digital commerce. For thefirst
time, consumersengaging in online purchases-whether through websites, apps, or digital marketplaces-
receive statutory protection equal to thosetransacting offline. The Act empowersthem by granting
rights against unfair trade practices, defective goods, and deficient services offered through digital
platforms. It asoimposesdear legd obligationson e-commerceentities, including mandatory disclosures
regarding return policies, refund procedures, payment methods and customer care details. These
requirementsensuretrangparency and reduceinformation asymmetry, which often disadvantagesonline
buyers.
The Consumer Protection (E-Commerce) Rules, 2020 further enforce these protectionsby laying
down specific compliance standards for both marketplace and inventory-based models, including the
gppointment of grievance officersand timeinesfor resol ution of complaints. Throughtheseprovisions,
thelaw not only enhances consumer trust in online commerce but al so holds e-commerce operators
accountablefor fair and ethical businessconduct.?

3. Contract Law and TheSaleof GoodsAct: Standard e-commercecontracts, though formed digitdly,
arelegally binding and governed by the Indian Contract Act, 1872, which laysdown the fundamental
principles for the formation and enforcement of contractsin India. All essential elements-offer,
acceptance, lawful consideration, intention to createlegal relations and free consent apply equally to
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contractsformed over websites, apps, or digital communication platforms. For instance, when a
consumer clicks “place order,” it constitutes an acceptance of the seller’s offer, creating a binding
agreement. Thesedigita interactions, whileinformal in appearance, are enforceable under thelaw if
they satisfy the statutory requirements of contract formation.

Additionally, the Sale of GoodsA ct, 1930 supplementsthisframework by defining therightsand
lidbilitiesof partiesin online saletransactions, particularly with respect to delivery timelines, transfer of
ownership, warranties, and fithess of goods. If asdller faillsto ddliver the product aspromised, or if the
product isdefective or not asdescribed, legd remediesunder the Sde of GoodsA ct becomeavailable.
Together, these lawsensure that consumers engagingin e-commerce are afforded the sameleve of
legal protection asin traditional transactions, thereby reinforcing trust and predictability indigital
marketplaces?

4. TheCompetition Act, 2002: The Competition Commission of India(CCl) playsapivota rolein
safeguarding fair competition within the rapidly expanding e-commerce sector by scrutinizing and
regulating anti-competitive practicescommonly observed on digita platforms. Theseincludestrategies
suchaspredatory pricing, wheregoods are sold bel ow cost to €liminate competition, deep discounting,
which distorts market equilibrium and exclusive supply or partnership arrangements, which restrict
market accessfor other sellersand limit consumer choice. The CCl, acting under the CompetitionAct,
2002, actively investigates all egations of abuse of dominant position and practicesthat amount to
preferentia treatment of certain sellersoften linked to affiliated or privatelabel vendorsby major e-
commerceplaforms. Theseinvestigationsare crucid, asthey address concernsthat dominant platforms
may leveragetheir positiontotilt themarket unfairly, manipul ate search a gorithms, or control pricing,
thereby harming smaller sdllersand stifling competition. Through such regulatory oversight, the CCl
aimsnot only to ensure alevel playing field but al so to promoteinnovation, consumer welfare, and
market integrity inthedigital commerce ecosystem.*

5. DataProtection and Privacy L aws. At present, dataprotection in Indiaisprimarily governed by the
Information Technol ogy (Reasonabl e Security Practicesand Proceduresand Sensitive Persona Data
or Information) Rules, 2011, framed under the I T Act, 2000. These Rulesimpose basic obligationson
entities handling sensitive personal datasuch asfinancial details, passwords and health recordsto
implement reasonabl e security practices and obtain consent before disclosure.

However, intheabsence of acomprehens veand dedicated persona dataprotectionlaw, theseprovisons
remained limitedin scope, lacked robust enforcement mechani smsand failed to addressthe complexities
of modern digital dataecosystems. Recogni zing thesegaps, the Digital Persona DataProtectionAct,
2023 was enacted to establish a structured, rights-based framework for the protection of personal
data. TheAct introduces key concepts such asdataprincipa s (individuals) and datafiduciaries (entities
processing data), and imposes strict compliance obligationson thelatter especialy on significant data
fiduciaries, such aslarge e-commerce platformsthat collect, store, and process vast quantities of
consumer data. These obligationsinclude ensuring dataminimization, obtaining clear and informed
consent, maintai ning transparency in datausage, and allowing individual sto access, correct, or erase
their data. With thislegidation, Indiahastaken amajor step toward aigning itsdata protection regime
withgloba standards, aiming to build consumer trust and accountability inthedigita economy.®

6. FEMA and FDI Palicies: Foreign Direct Investment (FDI) inthe Indian e-commerce sector isregul ated
not through astandal one statute, but viaaseriesof PressNotesissued by the Department for Promotion
of Industry and Interna Trade (DPIIT) under theumbrellaof the Foreign Exchange M anagement Act,
1999 (FEMA). Thes=PressNotesdefinethescope, sructureand permissiblelimitsof foreigninvestment
ine-commerce. A crucial lega distinctionisdrawn between two operational models: inventory-based
and marketpl ace-based e-commerce. Under current policy, FDI isstrictly prohibited in multi-brand
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inventory-based e-commerce, wherethe platform ownsand sellsgoodsdirectly to consumers, thereby
preventing foreign-funded entitiesfrom engagingindirect retail. Conversaly, 100% FDI is permitted
through the automatic routein marketplace models, wherethe platform merely actsasafacilitator or
intermediary between third-party sellersand consumers.

However, thispermission comeswith stringent compliance conditions, such asnon-involvement in
pricing, prohibition on ownership of inventory by the platform or itsgroup companies, and the requirement to
offer aleve playing fiddtoall sellers. Theseregulationsaimto baancetheinflow of foreign capital with the
protection of domesticretalers, prevent monopolistic practices, and ensurethat themarketplacemode remains
aneutra digitd facilitator rather than adisguisedinventory player.®

Key Legal Challengesin the E-Commerce Sector
Despitetheselegidations, severd legd chalengesremain unaddressed or inadequately regul ated:

1. DataPrivacy and Cross-Border Transfers. Most e-commerce platforms, by the very nature of
their operations, routinely collect and processvast volumes of persona and behaviourd dataincluding
browsing history, purchase patterns, location information, payment credentia sand preferencesof users.
Prior totheenactment of theDigital Persona DataProtectionAct, 2023, Indialacked acomprehensive
legal framework to regulate such data processing activities, leading to significant concerns over
unregulated survelllance, profiling of users, unauthorized sharingwith third parties, andagenera eroson
of informational privacy. Thislega vacuum enabled platformsto engagein opaque datapractices
without adequate oversight or accountability.

Theissuewasfurther complicated by cross-border datatransfers, wherein personal datawas often
stored or processed in foreign jurisdictionsthat did not offer data protection standards equivaent to
those expected under Indian congtitutiond values, particularly theright to privacy recognizedin Justice
K.S. Puttaswamy v. Union of India. Suchtransfersincreased therisk of datamisuse, loss of regulatory
control, and denial of lega remediesto Indian consumers. The absence of enforceable safeguardsin
theseforeignjurisdictions created asituation whereindividual privacy wasvulnerableto commercia
exploitation, state surveillance, and data breaches, highlighting the urgent need for arights-based,
trangparent, and accountabl e data governance regime which the 2023 A ct now seeksto address.

2. Platform Liability and I ntermediary Status. One of themost complex lega challengesinthee-
commerce ecosystem isdetermining theextent of liability of onlineplatformsfor the conduct of third-
party sellers operating on their marketplaces. Under Section 79 of the Information Technology Act,
2000, e-commerceplatformsaretypically classified asintermediaries, which grantsthem aform of
conditional safe harbour from liability for content or transactionsinitiated by users, provided they
function merely asfacilitatorsand do not exerciseeditoria or operationa control.

However, in practice, mgjor platformslikeAmazon and Flipkart often play afar moreinvolvedrole
managing logigtics, framing return and refund policies, controlling pricing strategies, and even offering
private-label productsunder their own brands. Thisactiveinvol vement rai ses serious questions about
whether such platformscan truly betrested asneutrd intermediaries. Their influenceover crucid aspects
of thetransactionlifecyde-such asddivery, inventory sorage, customer service, andvisbility of products-
effectively allowsthem to shape consumer experience and seller performance, thereby blurring the
legal line between apassiveintermediary and an active participant in the supply chain. Courtsand
regul ators have begun to scrutinizethismodel, suggesting that where platforms assume operational
control, they should &l so bear proportionate responsibility for consumer grievances, defective goods,
or unfair trade practi ces. Resolving thisissueis key to ensuring accountability, consumer protection,
and legd clarity inthedigita marketplace.”
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3. Jurisdictional Uncertainty: Intherealm of cross-border e-commerce disputes, establishing the
appropriatejurisdiction presentsasignificant legal challenge dueto theinherently transnational nature
of onlinetransactions. Traditionally, courts haverelied on the principle of lex loci contracts, which
means the law of the place where the contract was formed, to determine which jurisdiction’s laws
apply. However, goplying thisprinci ple becomes complicated in digita commerce becausethemoment
of contract formation isoften ambiguous-buyersand sellersmay belocated in different statesor even
countries, and the contract may be concluded virtua ly without any physica presence.

Moreover, the contract’s “place” may be defined by multiple factors, such as the location of the server,
theres denceof the parties, or the place where acceptance occurs, each leadingto conflicting jurisdictiona
claims. Thislegal uncertainty is exacerbated by varying consumer protection laws, data privacy
regulations, and enforcement mechani smsacross jurisdictions, often leaving consumersand sdllers
without clear legal recourseor protection. Resolving thesejurisdictiona ambiguitiesrequiresinnovative
legal frameworks, including harmonized international treaties, model laws, or bilateral agreements,
which can facilitate predi ctable dispute resol ution, respect sovereign legal boundaries, and uphold
consumer rightsinthedigital marketplace.

4. Consumer Disempower ment and Asymmetric Bar gaining Power : Despitetheexistence of robust
consumer protection laws, asignificant number of consumersremain unawareof their rightsor lack the
necessary technical knowledge and resources to effectively enforce them in the complex digital
marketplace. The widespread use of standard-form contracts, commonly known as clickwrap
agreements, further compounds this problem. These contracts, presented as “take-it-or-leave-it” terms
during online purchases or platform registrations, are often drafted to heavily favour theinterestsof e-
commerce plaformsrather than consumers.

Such agreements routinely incorporate arbitration clauses that restrict consumers’ access to traditional
courts, choiceof law provisionsthat select jurisdictionsfavourableto the platformand limitationson
liability that curtail the platform’s responsibility for defects or service failures. This creates an imbalance
in bargai ning power, where consumersmust accept thesetermswithout meaningful negotiation, often at
therisk of forfeitingimportant legal remedies. Consequently, the promise of consumer protectioninthe
digital ageremainslargely theoretica for many users, calling for greater legal awarenessinitiatives,
clearer contract disclosures, and regulatory overs ght to ensurethat consumer rightsarenot just enshrined
inlaw but a so practically accessibleand enforceable.

5. Fake Reviews and Misleading Advertisements. The widespread occurrence of fake product
reviewsand deceptive adverti sements poses aserious challenge to theintegrity and transparency of the
e-commerce ecosystem, yet it remainsalargely unregul ated and ambiguous area of law. Many online
sdllersand marketers mani pul ate consumer perceptions by posting fraudul ent reviews or exaggerating
product claims, thereby mid eading buyers and distorting fair competition. Although theAdvertising
Standards Council of India(ASCI) hasproactively issued saf-regulatory guidelinesaimed at curbing
mid eading digital advertising practicesincludinginfluencer endorsementsand faketestimonia s-these
guiddinesareinherently non-binding and lack statutory enforcement power.

This voluntary compliance framework limits ASCI’s ability to impose penalties or compel corrective
action, reducing itseffectivenessin deterring unethica marketing strategies. Consequently, consumers
continueto face risks of deception without aclear legal remedy, while genuine sellerssuffer unfair
disadvantages. Addressing thisgap calsfor statutory recognition of ASCI guidelines, enhanced powers
for regul atory bodies, and stronger pendtiesfor viol ationsto ensureaccountability and restore consumer
confidenceindigital marketplaces®

6. Regulatory Overlap and Fragmentation: Thegovernanceof e-commercein Indiainvolvesmultiple
regul atory bodies, including the Competition Commission of India(CCl), Telecom Regulatory Authority
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of India(TRAI), Ministry of Electronicsand Information Technology (MeitY'), Reserve Bank of India
(RBI), Securitiesand Exchange Board of India(SEBI), and theMinistry of Consumer Affairs. While
each regulator hasadistinct mandate ranging from competition law and telecommunicationsto data
security, financial transactions, securities regulation, and consumer protection their overlapping
jurisdictionsinthedigital commerce space often lead to regul atory fragmentation and confusion.

E-commerceplatformsmust navigate acomplex maze of compliancerequirements, reporting andards

and enforcement protocol s, which can beinconsi stent or even contradictory. Thisfragmented regulatory
landscapeincreasesthe compliance burden on businesses, raising operationd costsand cregting uncertainty
regarding which rulesapply in specific scenarios. Moreover, thelack of coordination among regulators may
resultin ggpsor duplicationsin enforcement, ultimately impacting consumer protection and market efficiency.
To addressthese challenges, thereisapressing need for harmonized regul ations, i nter-agency coordination
mechaniams, and aunified digital commercepolicy framework that dearly ddineatestherolesand respongibilities
of each regulator, thereby fostering clarity, efficiency and innovation in India’s e-commerce sector.

Proposed Reforms and Way Forward

1.

Har monized E-Commer ceL aw: Indiaurgently requiresacomprehens ve, sector-specific e-commerce
legidation that harmonioudly integrateskey legal domains such as contract law, consumer protection,
dataprivacy, and competition law. Such aunified statutewould provide clear definitionsof theroles
and respong bilitiesof al stakeholdersincluding platforms, sellers, consumers, and regul atorsthereby
eliminating ambiguity and reducing regulatory overlaps. It should dso establish sandardized and accessible
disputeresol ution mechanismstailored to thedigita marketplace, ensuring timely and effectiveredressal
of consumer and commercid grievances. Importantly, thislegidation must promotealeve playingfied
by preventing unfair practi cesand fostering heathy competition, thereby encouraging innovation while
safeguarding consumer interestsin the rapidly evolving e-commerce environment.®

Srengthening Platform Accountability: Theliability of e-commercemarketplacesmust be carefully
calibrated to correspond with the degree of control they exercise over thetransaction process. When
platforms go beyond merely facilitating sales and begin to influence critical aspectssuch aspricing
strategies, inventory management, logisticsand return policies, they effectively assumeamoreactive
roleinthecommercid relationship. In such scenarios, itisonlyjust andlegaly sound that theseplatforms
bear proportionate responsibility for ensuring the quality and safety of products sold, aswell asfor
addressing consumer grievances arising from defective or misrepresented goods. This approach
acknowledgestheevolving nature of digital marketpl aces, where platformsoften blur thetraditional
linesbetween intermediary and principd. By digning liability with operationa control, regulatorsand
courts can ensurethat consumersrecel ve effective protection while encouraging platformsto uphold
higher standards of accountability and ethical business practices'.

Unified Consumer Redressal: Anintegrated Online Dispute Resolution (ODR) system offersa
promising solution to the persi stent challengesfaced by consumersin accessing timely and affordable
justicein e-commercedisputes. By leveraging technology, ODR can streamlinegrievanceredressal,,
minimize delaysand reduce the costs associ ated with traditiona court proceedings. Recognizing this
potentia, the Department of Consumer Affarshasaready launched pilot projectsfor digital consumer
courtsaimed at resolving disputes online through virtua hearings, automated case management, and
samplified procedures. Theseinitiativeshave demonstrated effectivenessinimproving accesstojustice,
especially for consumersin remote areas or with limited resources. To maximizetheir impact, such
digital consumer courtsand ODR platformsshould be scal ed up nationwide, creating aunified, user-
friendly and efficient di sputeresol ution ecosystem tailored to the unique needs of thedigital economy.™
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4. Cross-Border Legal Cooperation: To effectively tackle thecomplex challengesof jurisdictionand
enforcement in cross-border e-commercedisputes, Indiamust proactively engageinbilatera digital
trade agreementswith other countries. Such agreements should incorporate clear provisionson mutua
legal assistance, enabling cooperation between jurisdictionsto investigate and resol ve disputesthat
span national borders. They must al so address cross-border datatransfers by establishing agreed
standardsfor dataprivacy and security, ensuring that persond information of consumersisadequately
protected regardless of whereit is processed. Additionally, these agreements should include robust
frameworksfor consumer protection, harmonizing regulatory standardsto prevent unfair trade practices
and providing consumerswith religblemechanismsfor redress. By fosteringinternationd lega cooperation
and regulatory dignment through thesetargeted digitd tradetreeties, Indiacan cresteamorepredictable
and secure environment for e-commerce, facilitating cross-border commercewhile safeguarding the
rightsof al stakeholders.

5. Algorithmic Transparency and Ethical Al : Platforms must disclosethe criteriaand methodol ogies
underlying personalized pricing, product recommendations, and theranking of searchresultsto ensure
transparency and enableinformed consumer decisions. Given the significant impact that algorithmic
decision-making has on shaping consumer behaviour and accessto productsor services, regulatory
oversghtisessentid to prevent discriminatory practices, bias, and unfair manipulation. Such oversight
promotesfairnessand accountability, ensuring that algorithmsoperate within ethical boundariesand
comply with consumer protection norms. Trangparency indgorithmic processesa sofosterstrust between
consumersand digital platforms, makingit possibleto detect and rectify practicesthat may otherwise
exploit consumer vulnerabilitiesor distort market competition®2.

6. EnforceableAdvertising Guiddines: TheAdvertisng Standards Council of India(ASCI) guidelines
oninfluencer advertising and the authenticity of product reviewsshould begranted statutory recognition
to strengthen their enforceability. Incorporating theseguidelinesinto thelegal framework specifically
under the Consumer Protection Act, 2019 (CPA 2019) would empower regul atorsto impose penaties
for non-compliance, thereby deterring deceptive marketing practices. Such amovewould enhance
consumer trust by ensuring that endorsements and reviews are transparent, honest, and free from
manipul ation, aigning with the broader objectives of consumer protection and fair tradeinthedigital
marketplace.®

CONCLUSION

Indiastandsat apivotal moment in shaping thefuture of itse-commercelandscape by addressing the
pressing legal and regulatory chalengesthat have accompanied itsrapid digital transformation. The current
fragmented legal framework, though foundational, no longer sufficesto protect consumers, promotefair
comptition, and regulate complex digitd interactionseffectively. By adopting acomprehensive, sector-specific
e-commercelaw that unifiesdiverse aspects such as contract enforcement, consumer rights, dataprivacy, and
competition, Indiacan create aclear, consistent, and balanced legal environment. Holding marketplaces
accountablein proportionto their operationa control will ensure that consumersreceive genuine protection
without stiflinginnovetion.

Furthermore, expanding bleand technol ogy-driven dispute resol ution mechanismswill empower
consumers to seek redress swiftly and fairly. India’s engagement in bilateral digital trade agreements will also
becrucid to navigating jurisdictiona uncertaintiesand protecting dataand consumer rightsacrossborders.
Emphasi zing trangparency in a gorithmic decision-making and enforcing truthful advertisngwill build grester
trust inthedigital marketplace. Ultimately, thesereforms, driven by ahuman-centred approach that val ues
fairness, accountability, and inclusivity, will hel p Indiafoster an e-commerce ecosystem that not only drives
economic growth but a so respects and empowers every stakehol der inthedigital economy.
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