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ABSTRACT

Data security is very important during
internet-based communication and for this
encryption plays a vital role which means ““Keyed
writing”. In Cryptography encryption decryption
of data is done by using secret key to maintain
confidentiality, data integrity and data
authentication. Thispaper providesa comparative
study between symmetric key and asymmetric key
encryption techniques, so that one can chooseright
one for his’/her purpose to achieve secrecy in
communication.
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INTRODUCTION

Data encryption is away to protect data by
encodingit sothat it cannot bedirectly accessed by
unauthorized parties. Encrypted data appears
scramble or unreadable. Intechnical termsitisthe
process of converting human readable data to
incomprehens bletext also called cipher text.

Encryption techniquerequiresformul as and
keyswhich areused to encode and decode messages,
suchformulasarecdled encryptionagorithms.

Inthemodern eraahugeamount of privatedata
is shared around the internet everyday which may
include confidential and non-shareablethingslike
personal lives, emails, chat-records, passwords,
financid documentsetc, that we upload answer hours
such confidential dataelementsare also sent viathe
sameroutes (network paths) as other ordinary data
sent. Hackersfigured out such waysto stedl thedata
packetsfrom theseroots. To stop unauthori zed access
of privatedataand thenext level security mechanism
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that can be adopted isencryption. Overal it can be said that thefollowing arethe reasons behind practicing
encryption:
1. Authentication:Withthe hep of encryption and decryption keysit can be ensured that messages sent
would bereceived by authentic receivers.

2. Privacy: Encryption guaranteesthat no third parties can read our accessto the dataexcept the sender
and receiver.

3. Regulatory Compliance: Many after industries and Government departments have maderulesto
secure persond informationwhilesharing it ontheinternet through encryption.

4.  Security: Encryption hel psto enhancethe security of theinformation whether thedataisat rest orin
trangit.

Encryption also helps us to protect data against malicious activities and let’s the parties communicate
without any issues.

Types of Encryption Techniques
Based on thekeysthe encryption technique has applied, it can be categorized as:
1. Symmetricencryption/decryption
2. Asymmetricencryption/decryption

Curmmadtrin Enarunts
SYymmetric encrypuor

Private Key Private Key

Asymmetric Encryption

Public Key Private Key
What is Symmetric Encryption?
Symmetric encryption whichisaso known assymmetric key cryptography usesonesinglekey (Private
Key) to encrypt aswell asdecrypt data. You haveto sharethiskey withtherecipient, i.e. inthisencryption
technique, the messageisencrypted with akey, and the samekey isused for decrypting the message.
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What isAsymmetric Encryption?

Asymmetric method requirestwo different keys public key and private key. The public key and the
private key are not the samething, but they arerelated. You write your message, and then encrypt it withthe
recipient’s public key. After that, if the recipient wants to decrypt your message, they would have to do it with
their privatekey.
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Different keys are used to
encrypt and decrypt message
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Recipient’'s Recipient’s
Public Private
Key Key
ComparativeAnalysisof Encryption Methods

Factors Symmetric Encryption Asymmetric Encryption
KeyUsed |Usesasinglekeytoencryptand |Usesapublickeytoencrypt dataand aprivatekey

decrypt data to decrypt data
Speed Faster encryption process Slower encryption process
KeyLength 128 or 256 bitslonger 1024 hitsor longer
Resources | Requireslessresources Moreresourcesrequired

compaatively
Security More secure comparatively Higher risk factorsinvolved
Cost of Simpleand Cheaper comparatively Complex and Costlier comparatively
Implementation
DataHandling|Better a handlingand transferring | Better at handling and transferring smd ler amounts

largeamountsof data of data
Example AES, DES, IDEA andBlowfish  |RSA, ECC, DSA and EIGamal
dgorithms
Usage Banking: Encrypting customer Digitdl signing: need privateand publickeys

sensitivedata.

CONCLUSION

“A comparative study of encryption technigques” explains symmetric key and asymmetric key encryption
techniques comparatively. Analysisconcludesthat symmetric key a gorithms can be chosen in case of high-
speed, simpleimplementation, lower cost and security required with fewer resourceslike banking. On other
hand asymmetric key d gorithmsis more efficient with public authenti cation mechanismslikedigita sgnature
but it requireshigher cost, morerecoursesand complex implementation withrisk factorsinvol ved.
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